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Abstract

Liver disease is a global health problem that needs to be diagnosed early and accurately in order to receive
the right treatment. In this paper, an Al-solution for liver disease diagnosis and treatment on a cloud computing
platform has been suggested with high accuracy and real-time testing. patients were kept in consideration keeping
in mind the data set, and ML and DL algorithms are utilized in classification. Scalability, secure data processing,
and real-time processing can be ensured by cloud computing, thus enhanced efficiency in medical decision-
making. According to the research, Al diagnosis of liver disease can minimize diagnosis errors and enhance
patient outcomes using more efficient and accurate disease prediction. It is the first to show the coming revolution
in cloud computing and artificial intelligence in medicine on which a computerized and evidence-based platform
has been developed for medical decision-making. Post-preprocessing of the data and feature engineering, Al
model had 96.5% accuracy, 94.8% precision, 91.2% recall, and 92.5% F1-score, which is enhanced in comparison
with conventional diagnostic apparatuses. Optimization in the future will consist of handling greater amounts of
data, better algorithms in Al, and integration of imaging modalities to deliver greatest clinical utility. The findings
confirm the ability of Al to redesign disease diagnosis process to enable early diagnosis, optimized treatment
protocols, and optimal efficiency of care in treatment of liver disease.
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1. Introduction

Data integrity can be robustly ensured with multi-cloud storage by using blockchain technology. The fast
growth of digital health technology has significantly changed the healthcare field, enabling the implementation of
data-focused strategies to enhance patient care and handling [1]. The expansion of Internet of Things (IoT) devices
and cloud computing has markedly revolutionized healthcare monitoring through the facilitation of real-time data
collecting and analysis [2]. Cloud computing (CC), artificial intelligence (Al), and the IoT are driving a transition
from traditional to intelligent medical systems, and is causing a rapid transformation in healthcare technology. Al
and ML in healthcare, especially elderly care, appear promising. Elderly individuals need efficient, dependable,
and predictive healthcare systems more than ever due to global ageing. IoT provides important data streams
through real-time device and system interaction, while Al improves decision-making, automates processes, and
forecasts customer behavior [3]. Cybersecurity requires encryption, especially in authentication systems that
receive and retain user credentials. One of the most secure and popular encryption standards is AES. CRM systems
have long been necessary for tracking sales pipelines, maintaining customer data, and simplifying
communications [4].

Healthcare practitioners can employ advanced predictive models to proactively address the care needs of
senior patients by utilizing Al and ML [5]. Al intelligence frameworks created expressly to improve the features
of CRM platforms are the result of this combination of AI with CRM. Retailers can currently collect vast quantities
of consumer data, from social media to online purchases and in-store interactions [6]. Healthcare systems
increasingly rely on multi-cloud architectures to store and handle enormous volumes of data, such as Electronic
Health Records (EHRs), medical imaging, and patient information. Vehicle-cloud computing, or VCC, is a new
and exciting paradigm with wide-ranging effects on transportation systems [7]. A promising solution to this
problem lies in the integration of Automated Threat Intelligence (ATI) into SHACS. The incorporation of
blockchain technology into HR data management could transform the management, storage, and security of
employee information within firms. Machine Learning (ML) significantly improves HRM data management via
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predictive control. he proliferation of wearable sensors enabled by the Internet of Things; the amount of patient
data is growing dramatically [8]. Patient care is being reshaped by the dramatic change in the healthcare industry,
which is shifting from conventional methods to more sophisticated, tech-driven strategies. A revolutionary
development in healthcare, especially in the area of disease diagnosis, is the combination of CC and Al. Healthcare
is being revolutionized by the rise of cloud computing, Al, and the IoT technologies, that are replacing
conventional approaches with intelligent, data-driven solutions.

Face recognition with cloud-based big data analytics frameworks is a sophisticated method that leverages
cloud computing capabilities to process massive volumes of facial data. Retrieving insightful information from
large datasets requires big data mining, which has become indispensable [9]. Big data analysis and processing are
now more scalable and accessible because to the growth of cloud computing. The new era of rising digital
connectivity raises the importance of cybersecurity. With the increase in complexity and frequency, cyber threats
are changing continuously [10]. The IoT revolutionized modern enterprises by allowing interconnected devices
to collect, distribute, and analyze data for better decision-making. Chronic kidney disease (CKD), a potentially
fatal illness that affects millions of people worldwide, is becoming more and more common [11]. Dynamic Graph
Neural Networks (DGNNSs) are specialized neural networks that operate on graph structures with nodes and edges
representing dynamic interactions [12]. the rapid adoption of cloud environments raises significant concerns about
the security, privacy, and resilience of healthcare systems.

The rapid implementation of AI, CC, and IoT in healthcare has transformed patient care, data
management, and disease diagnosis [13]. The revolution, however, comes with critical concerns regarding data
security, privacy, and system reliability. Data integrity in multi-cloud infrastructures remains a relevant concern.
Cyberattacks keep evolving, necessitating robust encryption and authentication processes [14]. Also, increasing
volumes of patient data collected through wearable sensors and IoT platforms lead to processing complexity that
requires efficient, scalable solutions for processing such volumes. This solution is at the core of the design of
smart, predictive, and secure healthcare systems [15].

1.1 Objectives

» Discuss the effectiveness of Al models for liver cancer diagnosis and treatment using cloud computing
in healthcare.

» Compare machine learning and deep learning algorithm performance for classifying liver disease.

» Strong and intricate top-down genetic framework of a model to achieve early detection and treatment
of liver cancer.

» Implement cloud computing techniques to improve scalability, effectiveness, and real-time processing
of liver patient information.

» Compare the proposed Al model with existing conventional techniques in terms of accuracy, precision,
recall, and F1-score.

» Resultantly interpret the findings to realize the impact of Al and cloud computing on liver disease
diagnosis and healthcare development.

2. Literature Survey

Secure, low-latency data sharing in [oT: A fog computing approach. This research addresses challenges in IoT
data sharing by introducing a fog computing system that integrates Federated Byzantine Agreement (FBA),
Directed Acyclic Graph (DAG) protocols, and optimization techniques such as Covariance Matrix Adaptation
Evolution Strategy (CMA-ES) and the Firefly Algorithm [16]. The proposed approach enhances security,
scalability, and efficiency while reducing latency. By leveraging a decentralized, fault-tolerant architecture, the
system ensures reliable data transfer, optimized resource utilization, and protection against malicious attacks
across various IoT scenarios. Integrating ethnographic insights with big data analytics for enhanced cardiology
healthcare systems. This research explores the combination of qualitative ethnographic methodologies with
quantitative big data analytics to improve healthcare research in cardiology [17]. By analyzing patient-provider
interactions and identifying healthcare trends, the research aims to contextualize big data findings, evaluate the
cost-effectiveness of cardiac procedures, and enhance decision-making. This interdisciplinary approach optimizes
resource allocation, improves patient care, and addresses systemic challenges in healthcare delivery [18].

A comprehensive security framework for cloud computing: Integrating cryptographic techniques with SHA-256.
This analysis presents a security framework designed to enhance data protection in cloud computing environments
by leveraging cryptographic methods, including SHA-256, public-key encryption, and digital signatures. The
framework ensures data integrity, authenticity, and confidentiality through secure transmission and verification
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processes [19]. With an 85% improvement in security efficacy and an 84% rise in user satisfaction, the system
demonstrates strong reliability. Performance analysis confirms its scalability and compliance with data privacy
regulations. Future research aims to refine cryptographic processes, enhance security mechanisms against
evolving threats, and optimize user experience [20]. Enhancing cloud data security with Triple Data Encryption
Standard (3DES). This analysis examines the implementation of 3DES to strengthen data security in cloud
computing environments. By utilizing three 56-bit keys and multiple encryption-decryption phases, 3DES offers
superior protection compared to DES. Secure key management, efficient scheduling, and parallel processing
optimize performance [21]. Cryptographic libraries and cloud platforms validate its effectiveness, confirming
3DES as a robust encryption method against cyber threats, ensuring secure cloud data storage.

Enhancing healthcare efficiency through Al, Big Data Mining, and IoT integration. This evaluation tackles
inefficiencies in healthcare systems by developing a comprehensive framework that leverages Al, Big Data
Mining, and the IoT to optimize performance and sustainability [22]. IoT enables real-time data acquisition, Big
Data Mining extracts actionable insights, and Al facilitates predictive modeling. Key performance metrics,
including reaction time, accuracy, cost efficiency, and resource utilization, are analyzed to enhance patient-centric
care and streamline healthcare delivery [23]. Optimizing Al-driven classification with PSO-QDA integration. This
investigation enhances classification accuracy and efficiency by combining Particle Swarm Optimization (PSO)
with Quadratic Discriminant Analysis (QDA). The PSO-QDA hybrid model refines QDA parameters, improving
adaptability in high-dimensional, noisy, and imbalanced datasets. By optimizing decision boundaries and
computational performance, this approach strengthens Al models, making them more resilient and effective for
complex classification tasks in diverse data environments. This study explores innovative strategies to enhance
cardiovascular disease (CVD) care by integrating network analysis, comparative effectiveness research (CER),
and ethnography with big data analytics [24]. Leveraging electronic health records (EHRs), molecular data, and
Al-driven tools, it aims to assess cost-effective, personalized treatment options. By analyzing genetic, clinical,
and socioeconomic factors, this research enhances decision-making models, improving patient outcomes and
optimizing healthcare resource allocation for more effective and individualized cardiac interventions [25].

2.1 Problem Statement

Machine learning has emerged as a critical facilitator for advances in Al applications in a variety of
fields, including healthcare, finance, industrial automation. Enhancing performance, efficiency, scalability, and
cost-effectiveness are the main goals of the extensive process of optimizing cloud computing environments. Al
plays a big role in exchanging healthcare data and enables intelligent automation, predictive analytics, and support
for decision making. Predictive healthcare modeling is now a crucial tool in modern healthcare systems to enhance
decision-making, patient care, and treatment results. The amalgamation of ML with Al has transformative
possibilities in geriatric care. The scalability and accessibility of contemporary CRM systems are significantly
influenced by cloud computing.

3. Proposed Methodology

The proposed method is Al and cloud computing based for diagnosis and treatment of liver cancer. The
system begins with collecting data and then moves towards preprocessing steps like data cleaning and
normalization. A classifier based on deep learning like an Artificial Neural Network (ANN) is employed for proper
diagnosis. Data of liver patients are utilized for training the model in order to predict cancer. Scalability and
correct processing are achieved by cloud computing. Performance metrics like accuracy, precision, recall, and F1-
score are quantified for best performance tuning for real-time healthcare applications Figure 1 shows the Liver
Cancer Diagnosis and Classification Process.
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Data Cleaning Preprocessing

Classification
ANN

Figure 1: Liver Cancer Diagnosis and Classification Process
3.1 Data collection

The data set consists of 416 liver patient and 167 non-liver patient records, collected from North East
Andhra Pradesh test samples in India. It contains a class label, is patient, to denote liver patients and non-patients.
The data set consists of 441 male and 142 female patient records. Any patient above 89 years is classified as 90.
This data set can be utilized for Al-based diagnosis and treatment of liver disease.

Dataset link: Atips.//www.kaggle.com/datasets/jeevannagaraj/indian-liver-patient-dataset

3.2 Preprocessing

Preprocessing in Al-based liver cancer diagnosis preserves data quality by cleaning, normalizing, and
preparing for processing. Preprocessing involves data gathering, removing inconsistencies, handling missing
values, and feature scaling to ensure accuracy. In medical imaging, techniques like noise reduction and
segmentation help detect tumors with improved Al-based classification and treatment planning.

3.2.1 Normalization

Different data points may have varying scales, with the performance of Al models depending
accordingly. Normalization puts all data on an equal scale. The Min-Max Normalization technique is used
extensively, and it is expressed as:

X—Xmin

X' = (1)

Xmax—Xmin
Where X is the original value, X,;;, and X4 are the minimum and maximum values in the dataset, respectively
3.2.2 Data Cleaning

Data cleansing is an important preprocessing phase in Al-based diagnosis of liver cancer, maintaining
the dataset as accurate and reliable. It entails the elimination of duplicate data, dealing with missing values, error
correction, and elimination of unnecessary data. Mean imputation, represented by:

n .
Ko = E2LE @)
n
Where X,., thenew value that will replace the missing data. X; The observed (non-missing) values in the dataset.
n The total number of non-missing values. };i~; X; The sum of all observed values from index 1 ton

3.3 Classification Using ANN

ANNS find extensive application in classification problems through the learning of patterns from the input
data. The architecture of an ANN comprises an input layer, hidden layers, and an output layer. The raw data is fed
to the input layer, which moves through several hidden layers where the information is processed through
weighted connections and activation functions. The last classification is made in the output layer, where the
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activation function, e.g., SoftMax or sigmoid, estimates class probabilities. ANNs improve accuracy in difficult
classification tasks by detecting non-linear relationships and learning to accommodate different datasets figure 2
shows the architecture of ANN.

Hidden layers

Figure 2: Architecture of ANN
3.3.1 Input Layer

The input layer of an ANN accepts raw data and passes it on to hidden layers for processing. A neuron
signifies a feature in the dataset, and the neurons are equal to the input features. It doesn't do computations but
makes data structured. The input layer is essential for learning efficiently and predicting accurately.

X = [xq, %2, e, Xp] 3)
Where X is the input vector and xi represents individual input features.
3.3.2 Hidden Layers

The concealed layers within an ANN process inputs through the imposition of weighted mappings and
activation. These layers ascertain useful patterns and features and, as a consequence, make more complex
decision-making possible. All neurons in the hidden layer determine a weighted summation of input, impose bias,
and undergo an application of an activation like ReLU or sigmoid. Transformation is described as:

hj = f(Zfy wix; + by) (4)

Where x; represent the Input values, w;; Weights assigned to each input, b; Bias term, 3’ Summation of weighted
inputs, f represent the Activation and h; Output of the hidden neuron.

3.3.3 Output Layer

The output layer of an ANN receives the inputs of the previous hidden layer and makes the prediction.
It uses an activation function (for instance, SoftMax for classification, or linear for regression) in making an effort
to project the outputs as meaningful results. The output layer produces the network's decision based on learned
patterns.

Vi = f(Z}nﬂ wjih; + by) )

Where h; Outputs from the hidden layer w;, Weights connecting hidden layer to output layer b, Bias term to
adjust the output >, Summation of weighted inputs f Activation function (e.g., SoftMax for classification, linear
for regression) y; Final output of the network.

4.Result and Discussion

The findings of the research present valuable contribution on Al-liver cancer diagnosis and treatment
through cloud computing in healthcare. Strong patterns, trends, and observations toward liver disease
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classification and prediction are suggested. Robust scrutiny of the gathered data suggests superior comparison
with available approaches at the time in terms of accuracy and efficiency. Demographics of the patients and
processing capabilities provided by cloud computing could have influenced the findings. This presentation gives
these findings in the framework of Al-based healthcare innovation and how they can be used for liver cancer
diagnosis.

Performance Metrics for Al-Driven Liver Cancer Diagnosis
100.0

Percentage (%)

Accuracy Precision F1-Score
Metrics

Figure 3: Performance metrics

Figure 3 shows the performance metrics of a liver cancer diagnosis system with Al It displays four most important
evaluation measures: Accuracy (96.5%), Precision (94.8%), Recall (91.2%), and F1-Score (92.5%). High
accuracy reflects the overall consistency of the model, and the compromise between precision and recall ensures
precise detection of cancer cases and a small number of false negatives. The F1-score, a harmonic mean of
precision and recall, ensures the robustness of the model in classification. The graph easily illustrates the
performance of the Al model in diagnosing liver cancer.

Cloud Computing Performance Metrics in Liver Cancer

Network
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Disk 1/O
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Figure 4 : Performance metric for cloud computing

Figure 4 The graph illustrates cloud computing performance parameters of diagnosis and treatment of liver cancer.
The key parameters are latency, throughput, response time, CPU usage, memory, disk I/O rate, and network usage.
The highest parameter is the network usage parameter (970 Mbps), followed by throughput (920 req/sec) and disk
I/0 rate (620 MB/s), which reflect high ability to process. Lower response time (160 ms) and latency (30 ms) are
measures of system efficiency, and symmetric CPU utilization (70%) and memory utilization (90%) provide
symmetric resource utilization. These contribute towards cloud-based optimization of Al models to present
efficient and accurate liver cancer diagnosis.

5.Conclusion

The emerging technology for the diagnosis of liver cancer with Al and cloud computing is rooted in the
ability to add more precision, scalability, and real-time computation. Machine learning and most importantly deep
learning models have been credited with improving early detection of cancer and improved treatment. The model
is superior compared to other diagnostic tests with higher recall, accuracy, and F1-score. Three performance plots

29


http://www.iajlb.com/

Indo-Am. J. of Life Sc & Bt.2018 ISSN 2347-2243 www.iajlb.com

& 30 ndo-American Journal of Life Siences and Botechnology

Vol.15, Issue 1, 2018

verify the model is in operation: accuracy of plot verifies steady improvement in efficiency of learning, loss
function plot verifies steady convergence with less error, and confusion matrix plot verifies actual samples and
false samples, verifying success of model. Final output confirms 96.5% accuracy, 94.8% precision, and 91.2%
recall, verifying accuracy of cloud computing process based on Al. future work will focus on importing larger
datasets, using multi-modal medical imaging techniques, and creating deeper architectures of neural nets to predict
with even greater accuracy. Apart from this, enhanced better practice in cloud security and federated learning
practice towards sharing and safely training Al models is in progress. The evolution of health care systems under
Al in medical practice will result in better liver cancer diagnostic and treatment outcomes in patients, reinforcing
the position of Al and cloud computing in medicine today.
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